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Report of Meeting of Classificatiocn Board During Week of

September 8, 1947

During the week of September 8, 1947, a Classification Board assembled

in accordance with instructions of Re. W. Cook, Deputy Manager, Iield w
Operations, dated August 28, 1947, for the purpose of formulating -d
standards of classification and the preparatiocn of a comprehensive (88
tabulation of particulars and examples of matters which should be graded :5
TOP SECRET, SECRET, CONTFIDENTIAL, RESTRICTED, a&nd UNCLASSIFIED. Those ;E
in attendance weret EE

o Lt. Col. Wm4R. Smith, Operatiors, CEW >

‘é‘ S - Charles A. Keller, Technical Information Brencr, CZW A

5 = A. . Holland, M.D,, Medical, CEY O

= LN Pussell H, Ball, Research Division, Berkeley O

2 2l& Farry E. Parker, Operctions Div., Research Branch, HEW oy

2 = > W. K. Crane, Operations Div., Research Branch, HEY fﬁ

g =<? G. M. Hostetter, Clinton Productior Division, Oak Ridge 0

Py :‘L a Paul L. Murphy, AEC X=10 Security Office

= 2I8< T. J. Haycock, Clinton Producticn Division, K-2§

@ E;‘,\f R. B. Korsmeyer, K-25

< zle o Robert J.. Speer, Clinton Production Division, Oak Ridge

Q= E Is Sylvan Cromer, K-25

o =z Io M. Rodin, Chicago

Hoylande D. Young, Argonne dational Laboratery

M. M. Haring, Monsanto Chemical Com :ary, Dayton

E. A, Walker, AEC, Dayton

Georze H. Lee, Patent Section, Oak Ridge

G. B. Eyerly, Reseerch Division, OCak Ridge

Paul V. McDaniel, Division of Research, Washington
John P. Howe, G.E, Atamic Power Laboratory, Schenectady
F. R. Lesch, A®C, Schenectady

H. A. Jackson, AEC, Schenectady

A. L. Rydzewski, Security Divisiorn, Oak Ridge
- G. S. Brackett, Administrative Division, Oak Ridge
H. C. McBirney, Y-1l2

Thomas A. McKenzie, Y-1l2

M. T. Hays, Y-12

T. 3. Chapman, Research Division, QOak Ridge

H. A. Saller, Battelle Memorial Institute, Columbus
Bdger J. Murphy, Clinton Laboratories

J:hn Martens, AEC, Clinton Labcratories

M. B. Daume, Clinten La2boratories
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This Board reviewed the propcsed draft of G Instruction ,
Security, Classifieotion of Information. The Board concurred with
the statements on the first five pages of this draft with the exceptions

listed below:
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e The term "Restricted Dita" should be inclesed in quctation
I i 55 U,' 0 marks in all places in which it sccurs in the document,
0
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b. The table in subsecti-n 2 b on page 3 should be deleted and
and the second sentence of the subsection should read in this
manner: - "Thus, classified matter may cconsist of 'Restricted
Datat! as defined in the Atomic Energy Act of 1346 or other

classified information and mey be graded as TCP SECRET, SECRET,
CONFIDENTIAL, or RESTRICTED".

¢. Subsection 2 d on page 3 should be amended to include the word
"Drafts" placed after the word "notes" and prior to the word
"etc." at the end of the subsection.

de. Subsecticn 2 g on page 4 should be umended to read "TOP SECRET:
Certain documents, information, and material, the security aspect
of wrich is paramount arnd the unsuthorized disclosure of loss of
which would couse exceptionally grave danzer to the nation shall
be classified as TOP SECRET".

e. Subsection 2 h on page 4 sh-uld be amended to insert "or loss"
after disclosure so that the subsection reads: “"SECRET: Certain

documents, information snd material thc unauthorized disclosure
or loss of which, etc,"

f. Subsectizn 2 j on page 4 shall be emended b, the deletion of
the words "which require protection" and the substitutior of
the words "which should be denied urcontrolled circulation for
reasons of edministrative privacy, or which should be denied
immediate publication until invention rights have been cleared

or assembled with related papers for simultaneous publication
in official relesse.

®hile the Board egrees with the philosophy of pages 1 to § of the pro=-
posed instruction, it objects to the use of certain terminology. The

use of the terms, TOP SECR®T, SECRET, and CONFIDENTIAL for "Restricted
Data" is considered objectionable ir that these terms are alsc used by
other gcvermnment agencies for information which is not considered "Re-
stricted Datg". Particular objection is raised to the use of the term

"Restricted" for information which does nect come within the meaning of
the term "Restricted Data",

The Board has not determined a satisfactory solution to the terminology
but appreciates the ccnfusion which results from the usc of military
termirology tc designate "Restricted Data" and from the use of the term
"Restricted" to identify & classification which ic nct "Restricted Data".

The Board accepts the necessity for both a SECKET &nd a CORFIDENTIAL

category only under the conditicns that SECRET retter receive the treat-
ment implied in the us:s of receipts and now accorded the uneuthorized
category "Secret Limited"; and that documentation and receipts be nct
required for COUFIDENTIAL matter.
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these conditions there is a strong feeling in the Board to discontinue
the use of one of the categories,

In the formulation of examples for the purpose of preparing & compre=-
hensive list, the Board has made nc distinction between "Restricted Data®
and other classified matter and has operated under the admittedly er-
roneous converse assumption that all matter calssified CONFIDENTIAL and

above would be treated as "Restricted Data™ within the Commisaion and its
contractorse

If classified matter is marked only TOP SECRET, SECRET, CONFIDENTIAL
withcut further idontification as to whether or not it is "Restricted
Date™ it is subject to compromise in terms of the Atomic Energy Act
althcugh the security provisions applicable to information in these
categories is maintained. The problem will be most acute in the distri-
buticn of information within other government agencies by personnel who
have conlzence of Atomic Energy Commission activities. Concorn of the
Roard arises from the fact that the clearance procedures rcquired by other
government agencies for the handling of materiel classified TOP SECRET,
SWCRET, CONFIDENTIAL, or RESTRICTED does no*t coincidc with that of the

Atomic Energy Act for tha clearance of perscnnel handling "Restricted
Data™ of the same classification,

Due to the diversity of individual interests and the limited time allowed
the Board, it was not possible tec errive at complete agreement in the
wording of ecxemples tabulated in a comprchensive list of examples of the
various grades of classificd information. Consequently, examples are
presented which are subject to e¢ntirely diffcrent interpretation by
different agencies. The exemples listed in pages one to eight of GM
Instruction have bewn found to be sufficiently broed as to be
pertinent in general to most classified activitics. It has been
necessary to avoid the specific exmmples apparently desired to result
from the conference duc to controversy ovcer specific statements or
inability to stecte the cxample in unrevealing tcrms. Since tho broad
nature of the examples will necessitate numerous exceptions, it is
believed thet these examplecs cannot be considered as firm but should

be used clcerly as specified, i.e., only as guiding examples to be
followed at the discretion of tnc¢ classifying officer. Soveral members
of thc Board arc ~mphatic in stating the principle that the example

can bc applied only in very general cases and must not be consldered as
mandatcerye.

The Board found itsclf unable to ¢valuate the degrec of danger to the

nation residing in corpromis. of the various activitics and the degree
of unigue importurnce connccted with the various items. It recormends

thnt o mesns be sttt up to cstblisn and define these obj:ctives. This
might bcst be accomrlishied by a permanent centrzl classificztisn board
ond associated loezl clussification officcers as discussed beleow,

The heeted discussion which occurrcd durirng the Board ﬁeeting with respect
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to interpretetion of thc gecnerel examples furnished with the draft of
GM Instruction ar¢ cn obvious indication of its inadoquscy as
a final criterion of classification. 1I* become apparent carly in the
meeting that agreement could not be reached betwcen various representa=-
tives as to the mcaning of thc examples ond thot the acceptance of the
list would be a ccmpromise between various opinions rather than a true
eviluation of the examples in term of the definitions of the various
clcssification grades. The Board, thcrefore, recommends extensive
further study shall precede the formulution of a classificution guide
for use by the rank and file. By compariscn with the declassification
guide the amount of cffort which hes becn expendcd in the preparatien
is whelly insignificant end inadequcte,

To accomplish the preperation of a satisfactory classification guide,

it is believcd necessary to establish within the Commission a pcrmenent full
time classification board composed of competent scientific analysts who
ocre able to evcluate technical dnte in terms of the benefit which a foreign
nation cculd derive from its compromisc or the smbarassment which could
accruc to the Commission from its diselosurc. To suppleoment the permarcnt
clrssification board, who would rulc on mattors of policy, local representz-
tives skillcd in thec above crts and occupying o position znanlogous to the
Responsible Reviewers of thc Declassification Branch arc required to give
local interpretations of policy statements. These loczl representatives
would also be in a position to submit local questions requiring policy
docisions to the permencnt classification board. The clnssification board
should be similar in chiracter end compesition to the Deelassification Branch.
There are apparent cdvantages in heving classification authority delegated
as an additienal duty to the present Declassificaticn Branch.

It is anticipated that after sufficient experience, the classification
board might prepare a classification guide which would be both acceptable
to and consistent in all facilities. The present manner of listing
exemples indexed as to grade of classification is not ccnsidered suitatle
for the using agency. The form which is considered desiratle is that of

8 tropical index which indicates the classification which should be applied
to each of the individual items. It is suggested that the index to the
project literature might be used as a starting point.

Since the examples accompanying GM Instruction are accepted only
with reservation and in ammended form, agréement on specific examples was
- not accomplished. However, specific examples siubmitted by the Clinton
Productior Division and the Henford Engineer Works are forwarded without
review or comment ty the Boerd feor considerstion by the Nashington head-
quarters. MNc uniform proposal was possible from research facilities,
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Appondix I

Examples of Classified Matter

1. THFE rOLLOVING ARE GUIDING EXAIPPLES OF INFORMATION OR MATTER WHICH
STCULD BE GRADED TOP SECRET®

a, Production figures, unit costs, inventories, and schedules, both
actual wnd forecast, referring to the production of uranium 235,
uranium 233, plutonium and such other special materials which the
Commission may designate from time to time as being in this
category. Production figurss obtaired from Y-12 pilot plant shall
be considered to be of this category.

be Vital information pertaining to the military use of uranium 235,
uranium 233, plutonium and othcr materizls specifically designated
by the Commrission. This critical informetion ircludes details of
dcsign, fabrication, time of usc¢, shipping date pertaining thereto,
end stockpile infomation of weapons in cxisiernce and under develog-
ment. If details are partial, the SECRET classification mey suffice.

ce. Ncw scicntific discoveries belicved at the timc of discovery or later
declzared to be of potential mejor military significance.

d. Quantities (the meterial itself) of uranium 235, uranium 283, cnd
plutonium as may be estzblished by the Cormission from time to time
as TOP SECRET matcrial. (n.b. tho Beord rccommends that the quantity
be dotermined by & board consisting of & represcatative of the ceone
tractor and the AEC at each location, both of whom have intimate
knowledgs of thc use of this matcrizl, huve authority to classify
these quantities of matericl SSCRET or TOP SECRET. Quantities more
than the.safe amount should be trectsd 2s TOP SECRET while in transit,
exccpt wile in an approved exclusive cre-,

e. Information eccncerning the utilization of atomic weapons whoere
recommended by the Armed Forces.,

f. Documents revealing cemprehcnsive futurc operntional plens for the

Cormission on metter of high overall policy.

ge Informotion which would rcevezl the schedule, routc or method of
shipment of 2ll to; sccret mat.rial or of secret matericl when such
shipment is routcd or schedule suck s to indicate production or
cneblc interceptions (n.bs thc Board considers this provision impessi-
ble to accomplish)

h. Documents containing medical, radiolecpgical and other technical irformae

tior vital to niticnal defense, the common security and military secrec:
2. THE FOLLOTING LRE GUIDING EXAPIES CF INTORMATION OR HATTER THICH SHOULD
BE JBADFD GECPEL:
2, Unit costs, inveni~rics and schcdules,
urariuwm, thorium ~=nd rlutonium or such
Cormission may dircet, both sctunl and

znd assty datc pertaining to
othir special materials as the
forceast, roferring to rescarch
and/or devclopment (pilot plents cxcept &s covered in 1 a) facilitics
of th. Atemic Encrgy Commissicon,.

L1504t
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Information regarding specific design details, diagrammatic or de-
scriptive, of the complete basic or key equioment, apparatus, in-
struments or machinsry developed for the Manhattan Proiect or the
Cormission and employed in the processing and production of uranium
232, uranium 235, plutonium, and ctter designated material, In the
electromagnetic plant, the calutron would be classified SECRET and

the detailed design drawings of this instfument would be classified
SECRET. In the Hanford Pile Plant, the lattice design dimensions of
the piles, nower levels, and chemical separation plants and the piles
themselves would be classified SECRET. In the gaseous diffusion plant,

the units and the details of the diffusion anparatus and pumps would
be classified SECRET.

Docunents prepared from information developed from the Manhattan
Project or the Commission containing complete flow sheets, diagrans

or reactions including specific pressures, temperatures, voltages,
rates, formulae or o*her onerating details svecifically related to -
a critical step in the preparation, processing, chemical geparation,
purification or metallurgy of uranium and thorium and such other des-
ignated materials from the ore tc the finished metal.

Documents nrepared from informaticn develoned for the Manhattan Profect
or the Comnission containing complete flow sheets, diagrams or reactions
including srecific pressures, temperatures, voltages, rates, formulae

nr other operating details specifically related to a critical step in
the preparation, rrocessing, chemical specifically related to a criti-
cal ster in the oreparation, processing, chemical separation, purifica-
tion or metallurgyv of uranium 233, ursnium 235, plutonium and their
alloys, and such other materials as may be designated.

"Information developed for the Menhattan Engineer District and the AEC
on the following nuclear characteristics of the fissionable isotones
of uranium, plutcnium and thorium, capture, fission and scattering
cross sections for neutrons of energies from thermo to 10 MEV, the
nunber of neu*rons vrcoduced per fission, spontaneous fission rates

and energr distribution cf fizsion -eutr-ns",

Documents containing information on the stocks and reserves of normal

uranium, thorium, and such other materials as the Commission may from
time to time Adesignate,

Information disclosing the existence of unique operational or pro-
£ p

duction obstacles and difficulties, their specific characteristics
and solutions.

(1) All medical records, rencrts and corresoondence which embodizs

or refers to ct er technical information classi®ied secret or
higher,

(2) Certain selected human adminis*ration experiments performed
under kE.E,D,

(3) All medico-logal and insurance statistics which refer directly
to process hazards,



99nGG 1|

i.

-3 .

(4) Claims, allogations or rencrts of injurv on "investigation pro=-
hibited" cases where the material or process 1nvolv9d is con-
sidered to be classified secret,

(5) A1l medical reports, references and correspondence dealing with
certain special hazard problems, as for example, the medical
aspects of criticality accidents.

Specific containers and their unique design details used for shipping
secret and top secret material,

Complete specifications of materials such as graphite, thorium, -
beryllium, etec., that are essential to and hav: been developed in

connection with a self-substaining chain reaction or for special
anplication,

Information concerning the utilization of atomic wsanons where

recommended hy the Armed Forces and where such information is not
classificd as T"P SECEET,

Unique process information, such as the following:

(1) The overall enrichment achievesd by the electromagretic, thermal
diffusion, and *he gassous Aiffusion processes, ‘he enriehment
nchieved per stnge in each vlant, and the isotopic constitution
of uranium et nny stage of the proccess,

(2) Methods of manufac+uring of the barrizr used in the gaseous
diffusion plant, the barrier itself, an? the research, develop-
ment, and testing connected with i*s mamufacture and improvenment,

(3) Experimental, theoretical, an cngineering work on converter,

breeder, power and experimental piles; data and other information
pertaining thereto.

(4) Design and efficiency of neutron reflectors and shiclds specifi-
cenlly for piles,

(5) Research, design, and operation of chemical processes involving
extraction end decontamination of *trans-uranic compounds.

(6) Pesearch, design, =2nd operetion of chemical processes for uranium
extractior and decentamination frem thorium,

(7) Infermation rartaining to preparation, such as fabrication, cann-

ing, and testing of mstallic uranium and thorium for pile irradia-
tion.

(8) 1Information pertaining to the rreparation of certaiin designated
naterials together with research d-2siyn and operatiens incidental
ther~to.

Documents shewing *he meerning cf a cede, name or symbol connoting
documents, material or operations classified as SECRFT.
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n. Safe combtinations of repositories containing matter classified no

higher than SECRET,

o. Documents or information revealing future operaticnal plans of
individual facilities of the Commission, prohblems or propoosals,

matters of general policy ani comprehensivc reports not classifiable
as TOP SECRET.

3., .TFE FOLLOWING ARE GUIDING EXAMPLES OF INFCFUATION OR MATTEF WHICH SHOULD
BT GRADED CONFINENTIAL:

a. . Information revealing specific design details of incomplete components

of basic or kev equipment, apparatue, instruments, or machinery employ-
ed in the processing and producticn of uranium 235, uranium 2233,

plutorium, or other designated material which will disclose information
regarding the nature of the process,

b. Incemplete, uncoded flow sheets, diagrars or reactions, or specific
pressures, tenperature, voltages, rates, fermulae, and other operating
details, related to e non-critical ster in the preparation, processing,
separaticn or purification of uranium and thorium fron the ore, and of
the separation of uranium 235, uranium 232, rlutonium, and other specifi=-

cally designated matorials which developed for the Manhat*an Project
or for the Commission.

c. Total inventories of stocl's and reserves under the control of %he
Atonic Energy Commission of beryllium and tiryllium oxide, deuterium
and deuterium oxide, graphite and matsrials of similar importance to
+he Project. (n.b. The Clinton Production Division is no* prepared to
nake a recormendation as to this paragraoh., However, it feels that
informatior disclosing production figures, production schedules, stocks

or reserves (nt least those maintained by the AEC) should be retained
in the Secret category.

d. Unique chemical and physical methods of analysis and testing, used
a8 process control or acceptance tests in critical stnges of the '
nmamufacture of fissionable and other specimdly designated material
when such information is not classified as SECRET or "CP SECEET.

e, Information concerning t+the utilization ¢f atomic weapons where

recoinended by the Armed Forces and wher: such information is not
classified as TOP SECRET or =s SECRET,

£« Documents showing the meaning of a code, name or symbel cennoting
documents, material or operations classifie? as CTNFIDEYTIAL., Concoern=
ing technical and operatirg information which should not be disclosed
to the genecral public oxcept on contrel basis, such as non-critical
specifications in *he manufacturs of fissionable materials, technelogy,
design, and fabricetion of 2quipment ani snnaratus with specific appli-
cation *o a precess is not indicated. RESTRICTED category: documents
cencerning operating informetion such as routire representative shows

ing &s of ren-critical contrel forms referring conly *o = small portion
of a process. :

IR
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(1) A1l documents, claims, allegations and medical reports on injury
on "investigation prohibited" cases, including reports of the
Advisory Board on Occupational Discase Claims,

(2) A1l "programmatic" medical research.
(3) All records of cxposure to classified substances.

(4) All documents and correspondence which state, refer to or give
intimation of known medical or public health hazards.

(5) All documcn*s and correspondence relanting to matters of policy
planning and procedures, the given knowlcdge of which might

compromise or cause embarrassment to the Atomic Encrgy Commission
and/or its contrac*ors,

4, THE FOLLOVING ARE GUIDING EXAVTLES OF INFORMATION CR MATTER FHICH SHOULD

BB GRADLD FES.PICTED: (This dces not rafer %o restricted da%a)

B

b,

Ce

Documents concerning relativelv unimportant administrative, fiscal

and personnel matters which should not be disclosed to the general
public except on a controlled basis, such as organization charts, and
plans, policy=-nmaking regulatioris, working conditions of emplovees, z2tc.

Informition developed for the Manhattan Project or for the Commission,
disclosing non-critical steps in the preparation, processing, separa-
tion, vurification and m2%allurgy (if applicables of beryllium and

beryllium oxide, deutarium and deuterium oxide, graphite and materials

of similar importamce %o *the Project excecpt where thcse materials are
incorperated with fissions*™le materials.,

Information which, althcugh otherwise unclassified or has not been
cleared for publication through the Patent Advisor or his representa-
tives and the publication or public use of which might adversely
affect the patent posi*ion of +the Government, such as:

(1) Information which describes or Aiscloses any novel device,
machine, apparatus, nrticle, process, method, or composition,

(2) Information which provorts *o esteblish scientific pricrity and

which might conflict with legally determined priority of inven-
tien,

5« UNCLASSIFIED: (Refer to Daclassificstion Guide)

2

1135408

The fcllowing meterials which are or have been classified shall in
the future be classified solely on the basis of that infermaticn
which can ke cbtained fror. then, This nay te used as a guiding

principle for cther mntorials ercept for these which arz fissicne
able.

(1) Noturnl urreium and i%s corpounds,

(2) Thorium and i*s compcunds.
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"(3) Beryllium and its compounds.,
(4) Graphite,

(5) Deuseriur ard its compounds,

(8) Rndium and its compounds,

(7) BRedium-beryllium sources,

10
(8) B"" and its compounds,

{(9) Radio-isotopes

(10) Stadle-isotopes

Examples of items from which classified information (restricted dat=)
may, be ob*tained are:

(1) Case of vranium and thorium.
(a) Procsss feed stock

(b) Fabricated pleces which would reveal significancant
reactor (bomb) dimensions.,

(¢) Quantities of material which might reveal emoun*s used

in processes, schedules of production and dzvelopment
of future plans,

(2) Beryllium and graphite
(a) Rrnacktor parts

(b) Special anvlication

Informatior of = scientific or technical nature which relates exclu-
sively to certain fields of science as announced from time to time

by *he Atomic Energv Commission. Such information will not be con=
nected with the Atomic Energy Cormission in such & way as *to disclose
the motivetion for developmznt or a classified applicetion of the
informatior., Anv newly devel oped infornation in these fields which
could heve aoplication in plants for “he manufacture of classified
substances or to military utilization of atomic energy must be given
an appropriate classificationy It shall bc +he responsibility of the
originator of exch decurment conceérned to see that 2 document issued

ns "unclassified" urnd-r the rrovisions of this suh-paragraph is rro-
perly scrutinized to ascertain thet security of ‘nformation and patent
rights c¢f *he govarnrmant «re protscted, The provisions of this sub-
paragreph are arrliceble o the follewing:

(1) Instruments, as fcllows:

(#) Ccunters

(b) Ionization chambers

(¢) Energr-insersi+tive reutzom detectons
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(d) Cyclotrons, van de Graff generators, betatrons, and other
particle accelerators.

(e) Electronic and electrical circuits relevant to the above .

(2) Fluorocarbon chemistry and manufacture.

(3) Fluorine chenmistry.

(4) All medical and biological documents, repor*s and research not
directly rclating to experimental human administration, process
hazards, contaminaticn hazards or public health hazards, and
vhich will not result in mess hysteria on the part of employees
or the public, or in idle speculation, or cause adverse claims
against the Atomic Energy Commission and/or its contractors.

(5) Develoonents, including those from the Hzalth Protection peint
of view, in the design and construction of laboratories, ine
struments and cquipment @rovided it does not reveal interest in
Aevelcorment of specific processes and is not of primary interest
to technology rather than basic research,

¢e. Documcnts relating to unclassified activities of ell types, including
routire ndministrative metters and the like.

d. Informstion elready officially released by the Maphattan District or
by the Atomic cnergy Cormission, Matter vhich purports to contaif
only "previously released information” will be carefully scrutinized

to insure thet no change in meening or sddition of classified facts
has been made,

6. ACCUMULATIONS CF CLASSIFIED INFCOBMATION:

a. It must be recognized in assigning arpropriate classification to
informaticn that it is possible to accurulate, intc on2 report, file,
library, or vault, so many facts, each cn= of a relatively low
"eclassification,” that the accumulation gnins a resulting classifica-
tion higher than any of the individual parts. Thus, a library or
vault containing a great many SECEET ronorts and Jdocuments might
contain so much and so ccmorchensive an accwnulation of such data as

as to warrant the consideration of the library or vaul% as TOP
STCRET.

7. TONTRACTS AND FISCAL PCCUYEMTS:

a, Contracts and fiscal documents (including but not linited to cost
reports, fiscal reports cond vouchers) will be classified only
when thc irformation centained therein is of suck a nature that
the documsnt c¢on he considered as "clsssifizd matter" es dzfined
in subt-paragraph 2. b, of this Instructien. The vrrious degrees of
classificaticr 2re besed on *h2 results of unauthorizcd disclosurc
or loss of classified mattcr and are defin=d in subeparagraph 2 g.,

FE3SETD
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h., i., and j. cof *this Instruction. These definitions will be used
in establishing the degree of classificntion of individual contract
and fiscal documents containing "classified matter".
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